March 19, 2019
Steve A. Linick
Inspector General
U.S. Department of State
Office of Inspector General
SA-39
1700 North Moore Street
Arlington, VA 22209
Dear Mr. Linick:
The Project On Government Oversight (POGO) writes to request an investigation into an urgent
national security matter. We believe that a long-running labor dispute involving the contractor
guard force at the U.S. Embassy in Nairobi, Kenya, is compromising security at the embassy.
POGO is a nonpartisan independent watchdog that investigates and exposes waste, corruption,
abuse of power, and when the government fails to serve the public or silences those who report
wrongdoing. At various times over our 38-year history, POGO has voiced concerns about issues
raised by the reliance on private security guards, both at home 1 and abroad. 2
Last month, POGO reported that hundreds of guards at the Kenya embassy took part in a work
stoppage over a six-year-long wage dispute with their employer, Aegis-KK Security Burundi, a
subsidiary of Canadian security firm GardaWorld. 3 State Department security officers worried
this labor protest, occurring days after a deadly terrorist attack in Nairobi, would “put Kenyan
and American lives at risk,” according to official State Department internal communications
POGO obtained. 4 Moreover, we were told by sources with first-hand knowledge that guards who
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participated in the walkout—about one-third of the total force—were fired and replaced with
local commercial guards, many of whom are not adequately trained or vetted. 5
According to our sources, the situation is still dire: the labor dispute remains unresolved, the
guard force is understaffed, and the embassy remains vulnerable. They claim that, as a result of
the shortfall, guards are working longer shifts, and new hires are not undergoing the necessary
training and screening, which indicates that Aegis-KK Security may be in serious breach of its
contract. Our sources have also observed that embassy personnel are being transferred to other
locations around Nairobi, which remains a “high-threat location for terrorist activity directed at
or affecting official U.S. government interests,” according to the latest assessment by the Bureau
of Diplomatic Security’s Overseas Security Advisory Council. 6
We urge you to investigate this matter immediately. All of the parties involved—the State
Department (the Office of the Secretary, the U.S. ambassador, the Bureau of Diplomatic
Security, and the contract management office), Aegis-KK Security, and the representative of the
fired local guards—must be pressed for answers to the following questions:
1. How is the embassy taking precautions against the sudden influx of untrained and
unvetted replacement guards?
2. Are there any safeguards to ensure the dismissed guards do not divulge sensitive
information about the embassy and its staff?
3. According to our sources, the wage dispute has been ongoing since at least 2013. Was the
State Department aware of the dispute when it awarded the contract to Aegis-KK
Security, and when it added supplemental funding to the contract?
4. Does the contract contain any provisions that address the wage dispute specifically or
labor disputes generally?
5. What actions has the U.S. government taken to resolve the dispute?
6. What tools does the U.S. government have to ensure Aegis-KK Security compensates its
employees in accordance with the contract, Kenyan law, and the rulings of Kenyan
courts?
7. Is Aegis-KK Security violating the terms of the contract?
8. Has there been an audit or review of Aegis-KK Security’s performance of the contract,
including a determination of whether it is a “responsible” contractor eligible to receive
U.S. government funds?
9. Have there been any corrective action requests, show cause letters, or cure notices issued
on the contract?
10. Has there been a review of the whistleblower policies of Aegis-KK Security and whether
those policies adequately inform employees as to their whistleblower rights and provide
employees a safe and effective channel through which they can raise workplace
grievances and other concerns?
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11. What is the status of the Bureau of Diplomatic Security investigation, initiated in
November 2018, to “look closely at contract compliance with a focus on guard
compensation as required by the contract,” as referenced in POGO’s article?
The situation in Nairobi closely parallels that in Benghazi, Libya, before the 2012 attack that
killed a U.S. ambassador and three other Americans. In both instances, contractor guards
complained about pay and other working conditions. It is therefore imperative that your office
gets to the bottom of this situation as soon as possible. Your intervention can help settle this
labor dispute once and for all, restore security at the Nairobi embassy, ensure the terms of the
contract are adhered to and enforced, and—above all—ensure that such events do not occur at
other U.S. diplomatic posts.
Thank you for your consideration of this matter. If you have any questions, please contact Neil
Gordon at ngordon@pogo.org or 202-347-1122.
Sincerely,

Danielle Brian
Executive Director
cc:
Senate Committee on Foreign Relations
423 Dirksen Senate Office Building
Washington, DC 20510-6225
House Committee on Foreign Affairs
2170 Rayburn House Office Building
Washington, DC 20515
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