
 
 

 

 

Fact Sheet: Closing the Data Broker Loophole 

 

The Problem 

The government is circumventing clearly established Fourth Amendment rights by using 

taxpayer dollars to buy access to our private cell phone data. 

In today’s digital age, our Fourth Amendment rights are at significant risk. Owning a cell phone 

has become an essential part of living in our modern society, and most Americans carry theirs 

everywhere they go. To function, smartphones regularly connect with communications networks 

and geolocation services, creating detailed maps of individuals’ daily movements. This cell 

phone location data can reveal our most sensitive activities and interactions: personal 

relationships, political and religious views, medical histories, and other intimate details about our 

lives.1 Protecting this information from government surveillance can be especially important for 

government dissidents, marginalized communities, and those frequently confronted with undue 

police scrutiny.2 

Normally, if law enforcement officers want to access your cell phone location data, they need a 

warrant. But a glaring loophole in current law allows law enforcement and government 

intelligence agencies to pay third party data brokers to gain access to your private, sensitive cell 

phone data — no warrant needed. The government often purchases the personal cell phone 

location data of American citizens from these brokers, who collect this data and offer it up to the 

highest bidder. This is the equivalent of police bypassing the requirement to get a warrant to 

search someone’s apartment by simply handing their landlord an envelope of cash.  

Numerous federal agencies, including those in the departments of Defense, Homeland Security, 

Justice, Treasury, and others, have made these data purchases and undermined the rights of tens 

of millions of Americans in the process.3  
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Some of the key architects of artificial intelligence (AI) have warned how the advent of AI 

dramatically heightens the risk of warrantless mass surveillance.4 Congress must act now to end 

warrantless location tracking and prevent the government from paying to bypass our Fourth 

Amendment protections.  

 

The Solution 

Adopt a clear and consistent standard that prevents the government from purchasing cell phone 

location and metadata to which they are not otherwise entitled as part of the reauthorization of 

Section 702 of FISA.  

In 2024, a bipartisan majority in the U.S. House passed the Fourth Amendment Is Not For Sale 

Act. This Congress, several pieces of legislation that address the data broker loophole have 

support, such as the Government Surveillance Reform Act, SAFE Act (S.3893), and Protect 

Liberty and End Warrantless Surveillance Act. 

Simply put, Congress must prohibit law enforcement and intelligence agencies from purchasing 

information that the government would otherwise need a warrant, court order, or subpoena to 

obtain.  

Closing the data broker loophole would not prohibit law enforcement from accessing and using 

location data to apprehend a suspect in a criminal investigation or otherwise protecting the 

public’s safety. It simply requires law enforcement to follow the Fourth Amendment, regardless 

of the means they are using to access our information.5 

According to a 2023 YouGov poll, 80% of Americans agree government agencies should “obtain 

warrants before purchasing location information, internet records, and other sensitive data about 

people in the U.S. from data brokers.” 

The government should not be able to buy its way around the Bill of Rights by purchasing the 

personal location data of millions of Americans from third party brokers. This bill would finally 

put a stop to a practice that is putting us at risk, circumventing clear privacy rules, and making 

unscrupulous data brokers rich. If we fail to establish these safeguards to protect our privacy in 

the age of big data and artificial intelligence, it will fundamentally harm Fourth Amendment 

rights and hamper the freedoms and activities they safeguard.  

 

Contact 

Don Bell, Policy Counsel, The Constitution Project at the Project On Government Oversight 

(POGO), at Donald.Bell@pogo.org.  
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